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The play

O
A Introduction to Software Architectures

O
A Security Architectures with Patterns

O
A A case study
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Software Architectures
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Objectives

0 What Is Software Architecture?

0 Why Is Software Architecture important?
0 How to Create Software Architecture?

0 How to Evaluate a Software Architecture?
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Is this an architecture?

Boxes and arrows
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Software
Architecture

Definition of Software Archite]--
efinition of Software cte“
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The software architecture of a program or
computing system is th&ructure or
structuresof the system, which comprise
softwareelements theexternally visible
propertiesof those elements, and the
relationshipsamong them
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What?

Other Definitions

! NOKAGSOUdzNE A& GKS TFdzyl
system embodied In its components, their
relationships to each other and to the environment
and the principles guiding its design and
SP2ft dzi A2y € WLI999 MnT M6

Maier, M. W., Emery, D., and Hilliard, R. 2004.
ANSI/IEEE 1471 and systems engineefiggt.
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Importance of architecture
Reconcilestakeholders
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Importance of architecture
Impact on requirements

General
A Specification
Level
of
detail
v Requirements Architecture
Detailed
Independent Dependent
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Implementation
dependence

Twin Peaks
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Creating software architectures

0 Architectures are largely influenced by
software qualitiegnon functional
requirements)

0 Software qualities
A Performance
A Modifiability
A Availability
A Security

IIIIIIIIIIIIIIIIIIIIII

LEUVEN
13| DistriNet



Creating SA
Quality Models

0 How achieve software quality?
A Understand what quality means:
AVerify that quality is achieved:

0 Quality Model
A1S09126, Boehm, etc
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Creating SA
Quality Model
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Creating SA

Attribute-driven design

WA recursivelecompositionprocess where, at
each stagelacticsand architecturapatterns
are chosen to satisfy a set ofiality scenarios
and then functionality is allocated to
Instantiate the module types provided by the
pattern.
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Creating SA

Quality attribute scenario
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Creating SA

Tactics & patterns

e

Kazman

Security
tactics

- Authenticate Users

- Authorize Users - Intrusion Restoration:

- Maintain Data Detection (see Aailability)
Confidentiality

- Maintain Integrity |dentification:

- Limit Exposure - Audit trail

- Limit Access
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Creating SA
Algorithm

1. Choose the module to decompose

2. Refine the module
a) Choose architectural drivers
b) Choose architectural patterns (from strategy)

c) Instantiate child modules and allocate
functionality (from use cases). Document in
multiple views

d) Gap analysis
3. Repeat
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Documenting SA
Architectural Views

0 Views on human body

0 An architectural view is a simplified
description (abstraction) of a system
A From a particular perspective
A Covering particular concerns, and

A Omitting entities that are not relevant to this
perspective
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Documenting SA
Architectural Views

0 At least

A Decomposition
A Interaction

A Deployment

0 Mapping between views

Almportant
AHard
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Documenting SA
Decomposition

Components Connectors

_-..-
Module
Reference
Compilation dependency
(include, "with")
[ ] Subsystem

Layer
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Documenting SA
Interaction
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