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Iterative
Software Development 

Software 
Concept

Requirements 
Analysis

Design of 
Architecture

Design and 
Implement  a 

Version

Test  and  
Deliver the   

Version

Introduces various 
feedback  loops

An idea why we ended up with 
eXtreme Programming?
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The play

o Act I ςPrologue
ÅIntroduction to Software Architectures

o Act II ςSecurity on stage
ÅSecurity Architectures with Patterns

o Final rehearsal
ÅA case study
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Act I
Software Architectures
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Objectives

o What is Software Architecture?

o Why is Software Architecture important?

o How to Create Software Architecture?

o How to Evaluate a Software Architecture?
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Is this an architecture?

Document

Source

Document
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Document

Consumer

Document

Repository

Boxes and arrows



Dist r iNet9

Definition of Software Architecture

The software architecture of a program or 
computing system is the structure or 

structuresof the system, which comprise 
software elements, the externally visible 

propertiesof those elements, and the 
relationshipsamong them
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Other Definitions

ά!ǊŎƘƛǘŜŎǘǳǊŜ ƛǎ ǘƘŜ ŦǳƴŘŀƳŜƴǘŀƭ ƻǊƎŀƴƛȊŀǘƛƻƴ ƻŦ ŀ 
system embodied in its components, their 
relationships to each other and to the environment 
and the principles guiding its design and 
ŜǾƻƭǳǘƛƻƴέώL999 мптмϐ

Maier, M. W., Emery, D., and Hilliard, R. 2004. 
ANSI/IEEE 1471 and systems engineering. Syst. 
Eng.7, 3 (Sep. 2004), 257-270

What?
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Importance of architecture
Reconcilestakeholders
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Importance of architecture 
Impact on requirements

Twin Peaks
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Creating software architectures

o Architectures are largely influenced by 
software qualities(non functional 
requirements)

o Software qualities
ÅPerformance

ÅModifiability

ÅAvailability

ÅSecurity
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Creating SA 
Quality Models

o How achieve software quality?
ÅUnderstand what quality means: quality model

ÅVerify that quality is achieved: measure

o Quality Model
ÅISO9126, Boehm, etc
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Creating SA 
Quality Model

Product 
Operation

Product 
revision

Usability

Reliability

Efficiency

Reusability

Maintainab
ility

Portability

Testability

Communicativeness

Accuracy

Consistency

Device Efficiency

Accessibility

Completeness

Structuredness

Conciseness

Device 
Independence

Legibility

Self-descriptiveness

Traceability

METRICS

Important High 
Level Quality Factors

Low Level Criteria
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Creating SA 
Attribute-driven design

ωA recursive decompositionprocess where, at 
each stage, tacticsand architectural patterns
are chosen to satisfy a set of quality scenarios
and then functionality is allocated to 
instantiate the module types provided by the 
pattern.
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Creating SA 
Quality attribute scenario

Source:
Developer

Stimulus:
Wishes to 
change the UI

Artifact:
Code

Environment:
At design time

Response:
Modification
is made with no
side effects 

Response 
measure:
In 3 hours

Tactics to 
Control

response
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Creating SA 
Tactics & patterns

Bass, Clements,

Kazman
Qualities

Security
tactics

Χ

Resisting Attacks
- Authenticate Users
- Authorize Users
- Maintain Data

Confidentiality
- Maintain Integrity
- Limit Exposure
- Limit Access

Detecting 
Attacks
- Intrusion 
Detection

Recovering 
from Attacks
Restoration:
(see Availability)

Identification:
- Audit trail

Pattern
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Creating SA 
Algorithm

1. Choose the module to decompose

2. Refine the module
a) Choose architectural drivers

b) Choose architectural patterns (from strategy)

c) Instantiate child modules and allocate 
functionality (from use cases). Document in 
multiple views

d) Gap analysis

3. Repeat
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Documenting SA
Architectural Views

o Views on human body J

o An architectural view is a simplified 
description (abstraction) of a system
ÅFrom a particular perspective

ÅCovering particular concerns, and

ÅOmitting entities that are not relevant to this 
perspective
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Documenting SA
Architectural Views

o At least
ÅDecomposition

ÅInteraction 

ÅDeployment

o Mapping between views 
ÅImportant

ÅHard
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Documenting SA 
Decomposition
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Documenting SA 
Interaction


