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Introduction

A Security = prevention and detection of
unauthorized actions on information

A Two important cases:

I An attacker has access to the raw bits represe
the information

=> need for cryptographic techniques

I There Is a software layer between the attacke
the information

=> access control techniques




Introduction

A Cryptography builds on algorignimstives
that guarantee specific information securit
related security properties
I E.g. Hash functions, symmetric encryption, ...
I Precisely specifying the security properties of

primitives Is intricate

A To guarantee interesting, mordefigih
security properties, primitives are used in
cryptographpcotocols

I E.g. Secure communication, entity authenticar




Cryptographic Primitives

A Symmetric cryptography
A Publigey cryptography
A Hash functions

I Unkeyed hash functions
IMessage Authenticati ¢

A Digital signatures
A Secure random numbers




Symmetric Cryptography

Alice Bob
secret key secret key

D
plaintext#*l#ciphertex‘*lqplaintext

A NOTE: Algorithm secrecy> key secrecy




Cryptanalytic Attacks

A Algorithm should be secure against

I Ciphertexdanly attack
A Findk or plaintext given only ciphertext.
I Knowmplaintext attack

A Findk giventM,, C)), (M,, C)), ...
I Choseplaintext attack
A Knowsplaintext, but adversary chddsés, ...

I Chosestiphertext
A Knowsplaintext, but adversary cha®seés, ...
A Security depends on:
I Algorithm: use weaibwn algorithms
I Keylength: longer keys improve security




Block ciphers and stream ciphers

A Block ciphers encrypt fsiee input blocks

I Paddingnay be necessary.
AE.g. PKCS#7 padding

I Differentnode®f operation on arbitrary sized
streams (see next slide)

I Block size influences security of the cipher

A Stream ciphers can encrypibit
I E.g. ondéimepad

I Key stream generators




Encryption modes (block ciphers)

A Electronic Codebook (ECB)

L

A Cip her Block Chaining (CBC)
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Cleartext

DES/ECB

DES/CBC




