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Overview

ÅIntroduction

ÅCryptographic Primitives

ÅCryptographic APIôs

ÅKey Management Issues

ÅConclusion
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Introduction

ÅSecurity = prevention and detection of 

unauthorized actions on information

ÅTwo important cases:

ïAn attacker has access to the raw bits representing 

the information

=> need for cryptographic techniques

ïThere is a software layer between the attacker and 

the information

=> access control techniques



KATHOLIEKE

UNIVERSITEIT

LEUVEN

Secappdev 2008 4

Introduction

ÅCryptography builds on algorithms (primitives) 
that guarantee specific information security 
related security properties

ïE.g. Hash functions, symmetric encryption, ...

ïPrecisely specifying the security properties of most 
primitives is intricate

ÅTo guarantee interesting, more high-level, 
security properties, primitives are used in 
cryptographic protocols

ïE.g. Secure communication, entity authentication, ...
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Cryptographic Primitives

ÅSymmetric cryptography

ÅPublic-key cryptography

ÅHash functions

ïUnkeyed hash functions

ïMessage Authentication Codes (MACôs)

ÅDigital signatures

ÅSecure random numbers
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Symmetric Cryptography

E Dciphertextplaintext plaintext

secret key secret key
Alice Bob

ÅNOTE: Algorithm secrecy key secrecy
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Cryptanalytic Attacks

ÅAlgorithm should be secure against
ïCiphertext-only attack
ÅFind kor plaintext given only ciphertext.

ïKnown-plaintext attack
ÅFind kgiven M1, C1 , M2, C2 , ...

ïChosen-plaintext attack
ÅKnown-plaintext, but adversary chooses M1, M2, ...

ïChosen-ciphertext
ÅKnown-plaintext, but adversary chooses C1, C2, ...

ÅSecurity depends on:
ïAlgorithm: use well-known algorithms

ïKey-length: longer keys improve security
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Block ciphers and stream ciphers

ÅBlock ciphers encrypt fixed-size input blocks

ïPaddingmay be necessary.

ÅE.g. PKCS#7 padding

ïDifferent modesof operation on arbitrary sized 

streams (see next slide)

ïBlock size influences security of the cipher

ÅStream ciphers can encrypt bit-by-bit

ïE.g. one-time-pad

ïKey stream generators
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Encryption modes (block ciphers)

ÅElectronic Codebook (ECB)

ÅCipher Block Chaining (CBC)

M1

Ek

C1

M2

Ek

C2

...

Ek

C1

...

M1

IV

Ek

C2

M2
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Cleartext

DES / ECB

DES / CBC


